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Thank you 
for joining 

us!



Poll: How confident are you that 
your organization’s IT controls 
are effective and consistently 
followed?

A. Very confident
B. Somewhat confident
C. Not confident
D. Unsure



What are IT General Controls 
(ITGCs) and Why Do They 

Matter



What You 
May Be 
Confronted 
With:

Surprising Audit Results

Risk Exceptions 

Identified Cyber Incident

Regulatory Findings



What’s driving these issues?

Lack of 
compliance

- Poor Data Governance

- Breakdown in controls 

- Lack of training, 
understanding or not 

following

Emerging risks 
and blind spots

- Lack of system’s 
inventory

- Web-Based application

Technology 
advancements
- Social Engineering

- AI

Reduction in budgets / 
reduced IT spend

- Not being able to keep up 
with the latest security 

threats

- Insider threats either by 
mistake or targeted



Poll: How frequently does your 
organization conduct formal risk 
assessments of IT systems?

A. Quarterly or more often

B. Biannually

C. Annually

D. Less than once a year

E. Never

F. Unsure



What’s at 
stake?

Business continuation

Reputation

Financial exposure

Stakeholder trust

Sensitive data exposure

Loss / sale of IP on dark web 

Liability / lawsuits

Financial loss



Where are your 
vulnerabilities ?

and

Do you know 
how to identify 

them?

Do you have: 
• A systems inventory list
• IT Security policies and trainings
• Segregation of duties configurations
• Sufficient tone at the top
• IT and cybersecurity risk discussions

Do you perform: 
• Regular controls testing
• User access reviews
• Updates and patches
• Monitoring and reporting



Poll: When was the last time 
your organization conducted a 
vulnerability assessment on its 
IT systems?

A. Within the past 6 months
B. Within the past year
C. More than a year ago
D. Never
E. Unsure



Strategic Response: 
Invest in Strengthening 
Controls 

How To’s: 

1. Assess Current Control Environment
• Perform a risk -based ITGC assessment across key domains
• Identify gaps and control weaknesses impacting financial 

reporting and operational resilience.

2. Prioritize High -Risk Areas
• Focus on controls that protect critical systems and sensitive 

data; Support regulatory compliance (SOX, GDPR, HIPAA);  
Reduce exposure to cyber threats and fraud.

• Use a risk heat map to rank vulnerabilities and allocate 
resources effectively.

3. Invest in Automation & Continuous Monitoring

4. Embed Governance & Accountability
• Define clear ownership for ITGC processes across IT and 

business units.
• Establish policies and procedures.
• Create reporting dashboards for visibility.

Strategic Goals: 
• Reduce the risk of fraud and 

error. 
• Improve your audit readiness 

and compliance posture. 
• Enhance your operational 

resilience and stakeholder 
confidence.



Investments that yield the greatest risk reduction:

Comprehensive 
Risk 
Assessment/Heat 
Map

01
Vulnerability 
Assessments

02
Cybersecurity 
Awareness / 
Phishing Training

03



01: Comprehensive risk assessment/heat map



02 : Vulnerability Assessments



03 : Cybersecurity 
awareness / 
phishing training



Poll: Does your organization 
provide annual cybersecurity 
training to all employees?

A. Yes, every year

B. Occasionally (not every year)

C. No, never

D. Unsure



Real-world example: 
Web based access



Real-world example: 
Social Engineering



Real-world example: 
Deepfakes



• Arup Engineering Firm  – $25.6 Million 
(February 2024) – An employee joined a video call 
where he saw and heard what appeared to be the 
CFO and several colleagues, but it was all AI -
generated deepfakes created from publicly 
available video and audio recordings

• Ferrari  – CEO Voice Deepfake (July 2024) - 
Scammers created a deepfake voice impersonating 
Ferrari CEO Benedetto Vigna with a convincing 
southern Italian accent to pressure finance 
executives into making a large transfer. The fraud 
was discovered when an employee asked the caller 
to reference a book Mr. Vigna had recently 
recommended—something the AI could not answer

Real World Example: 
Deepfakes



How we 
help:

Risk Assessment And 
Prioritization

Control Design And 
Implementation

Ongoing Monitoring And 
Reporting



aafcpa.com

Questions? 

Vassilis Kontoglis 774.512.4069 vkontoglis@aafcpa.com

Lisa Whittemore, CFE, CRMA, 
MBA

774.512.4116 lwhittemore@aafcpa.com
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The information in this presentation is intended to be general guidance and should not be considered 
legal, accounting, or tax advice. Recommendations are not one-size-fits-all—your organization’s 

unique situation may require different approaches or specialized input. Before making decisions or 
taking action based on this material, please consult your AAFCPAs advisor. Keep in mind, future 

changes or new developments could also impact the relevance of this information.
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